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Synchronous
Lectures with
Z0o0om

Considering the risks,
security measures should
be implemented.

W th the trans t on to onl ne educat on w th Globally, Zoom s the most used v deo

the COVID-19 Pandem c, | ve lectures have conferenc ng tool. The extens ve usage of the
become one of the most frequently used tool also makes t vulnerable to threats and
synchronous teach ng tools at METU. Zoom, dangers. Although Zoom has taken measures
Webex and B gBlueButton nfrastructures are such as end-to-end encrypt on aga nst the

ava lable to our nstructors for synchronous attacks that you may have heard of as "Zoom
lessons. The usage stat st cs show that Zoom s bomb ng", there are some precaut ons that are
the most preferred among these opt ons, and recommended for meet ng hosts to avo d

that s also supported by the answers of the attacks. These precaut ons w Il be ncluded n

nstructors n the surveys. th s document.
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Scheduling Zoom
Meetings in ODTUCIass

You can schedule Zoom meet ngs for | ve lectures w th the
Zoom act vty n ODTUCIass. W th these act v t es, you can
schedule meet ngs, start meet ngs, access reports and
record ngs, fany. Th s act vty el m nates the need to share
the meet ng | nk w th your students. Students enrolled n
your course can cl ck on the Zoom act v ty and jo n the

sess on you have planned.

You can rev ew the ODTUCIass User's Gu de ( n Turk sh)

about add ng a Zoom event and schedul ng a meet ng:

https://odtuclass2021f. metu.edu.tr/mod/book/v ew.php?
d=l&chapter d=60



https://odtuclass2021f.metu.edu.tr/mod/book/view.php?id=1&chapterid=60
https://odtuclass2021f.metu.edu.tr/mod/book/view.php?id=1&chapterid=60
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PRE-MEETING
SETTINGS

You can ncrease the secur ty of your meet ngs w th I I I I

.z |

some sett ngs wh le schedul ng Zoom meet ngs.

TURN ON YOUR WAITING ROOM

Enable the wa t ng room feature when schedul ng your meet ng. Thus, you can check the
part c pants and adm t them to the meet ng room. If you warn your students that they
should enter the meet ngs w th the r real names, otherw se they w Il not be taken to the
class, you can remove the part c pants from the wa t ng room or not adm t them to the

meet ng.

DON’T USE PERSONAL MEETING ID FOR PUBLIC
MEETINGS

Each Zoom user has a stat c Personal Meet ng ID (PMI). S nce th s number does not

change, once t becomes known, un nv ted part c pants can jo n your meet ngs.

REQUIRE A PASSCODE TO JOIN

Def ne a Passcode for the meet ngs you schedule. Passwords can be ncluded n the
nv tat on | nk, thus the use of passwords w Il only prevent un nv ted people w th the

meet ng number from jo n ng the meet ng.

ONLY ALLOW DOMAIN VERIFIED (METU) USERS

Wh le schedul ng your meet ng, you can only allow part c pants who have created an
Zoom account w th a "@metu.edu.tr" address to jo n your meet ng. If you are go ng to use
th s feature, you should nform your students that they need to create a Zoom account

w th the r METU account and jo n to the meet ngs w th th s account. Otherw se, you w Il

also prevent your students from part c pat ng n the meet ng along w th un nv ted people.
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IN-MEETING
SETTINGS

After start ng Zoom meet ngs, you can prevent
unwanted guests from nterfer ng w th the meet ng by

ed t ng the perm ss ons of the part ¢ pants.

LOCK THE MEETING

You can lock the meet ng room after your students jo n. As long as your room s locked, no

other part c pant w Il be able to enter your meet ng room.

ENABLE WAITING ROOM

You can enable the wa t ng room even after the meet ng has started. After the wa t ng

room becomes act ve, attendees can only jo n the meet ng w th your perm ss on.

MANAGE PARTICIPANTS

If there are users you don't know or behav ng nappropr ately n the part c pant| st, you
can remove part c pants from the meet ng. You can also set the perm ss ons of

part c pants to mute/unmute, change names, and turn on the r cameras. After remov ng
the unmute themselves perm ss ons and when your students want to commun cate they
can use the hand ra se feature and/or the chat w ndow to request perm ss on. So,

un nv ted part c pants can't sabotage your meet ng
Ask All to Unmute

Lower All Hands

by shar ng aud o.

Mute All Upon Entry
Play Join and Leave Sound
Lock Meeting

+ Enable Waiting Room

Allow Participants to:
v Unmute Themselves
" Rename
Invite Mute All + Start Video
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MUTE PARTICIPANTS

You can mute all users w th the "Mute All" opt on. You can also prevent them from
unmut ng by cl ck ng the "Unmute Themselves" opt on. Thus, you can be protected from

Vo ce attacks.

CONTROL SCREEN SHARING

You can only allow the host to share screen n the meet ng. Thus, you can prevent
unauthor zed shar ng. For th s, you can open the "Advanced Shar ng Opt ons" w ndow by

cl ck ng the small arrow next to the "Share Screen/Content” opt on n the Zoom meet ng.

TURN OFF ANNOTATION

After you start screen shar ng, part ¢ pants can make some annotat ons on the screen. To
prevent these mark ngs, you can cl ck on the "D sable annotat on for other" opt on n the

"More" menu on the control bar that becomes v s ble after you start the screen shar ng.

DISABLE CHAT WITH EVERYONE

You can control who the part c pants can chat w th n the Chat w ndow. You can prevent
unsol ¢ ted messages from be ng wr tten to the chat by ed t ng the perm ss ons of the
part c pants. In some attacks, mal c ous | nks can be shared from the chat w ndow. You can
also ensure the safety of your part ¢ pants by controll ng chats. To change chat opt ons,

you can cl ck on the three-dot con at the bottom of the chat w ndow.

e e Bl

Participant Can Chat With:
No one
Host and co-hosts
Everyone

our messages? :
9 +~/ Everyone and anyone directly

B@_






